2020. 6.

r
:

)_'T.
o|o+

KISA\ OI2OIE|LIXIZS

31"..

KOREA INTERNET & SECURITY AGENCY

BKISAIE BAISHY FA|7] HiEL L



Xf

or

1. 702

ofsi

()
Joid

31
Tl

2. H|CH

ol

ol

| 2ot g/

ol
To
foll

}

31
]

3. H|CH

AR At

10
xa

Ok
M4

of!

|

10

10

—_

10l
oF
o
of
ol
[N0)
Jol
ok

of!

14

—_

!

o

17

H3aglAE

A
oo

got

19

H3Aaz|AaE

A
(— =]

4 Hot

ol

20




o TLEUH9 FAOF A% A3 H Ael T ARG
o] ME 2R A SO A HE T A

o)
N
ko
w7
[-'0
o
ok
&
=
=
fu)
rg2
r?
-
r (
ot
o
N
N
rlr
(27
2
do
ook
A
>
r. )

- 5 A FAEA 2vA, A" deholAl 8 E s B
- 9A 2R B4 @Al tE Bt M AFYzE

1) ARA Azl 25 28 He] EEXA AlSE, QIAREAIR], http://www.korea. kr/news/cardnewsView.do?newsld=148870748
2) S5 v 25 &Xdst. QAREAIR] 22X AJRE, KBS, https://world.kbs.co.kr/service/news_view.htm?lang=k&Seq_Code=355701
3) P ‘FRUN9 RUKAL. Al 71 dlofa} KRS SRt ARERTE hitps://www.sisaweekly.com/news/articleView. htrml 7idxno=30874
4) [22 71 2AE uA|] AR S, AFEeR, https://www.jobplanet.co.kr/companies/351293/story/ZAHU%620E} A ?content _id=486

_‘I_


http://www.korea.kr/news/cardnewsView.do?newsId=148870748
https://world.kbs.co.kr/service/news_view.htm?lang=k&Seq_Code=355701
https://www.sisaweekly.com/news/articleView.html?idxno=30874
https://www.jobplanet.co.kr/companies/351293/story/���۴�%20Ÿ�ӽ�?content_id=486

- ZHE‘IH J‘?‘ 51:—1_. =
Hestal g Ashes £3 o] 4ATR

- AATRE SiAE RA A YR R AxRoR
GRS AET & A WHe AFE Aol M TaF

elolAe AdAZFIE FEI S
& =

COVID-19¢] 9&o = A

- (0]=) 20184 == SHE Z=AMME= <F 2,6248 Ho| JAGHH) Z2FE
Algstn Aom ol= 2007401 H|sH 159% B71sH X[ 19

- (Y=) SAH 25HH 8702 H(FA ==l7o 2 30%)0| AARIEY) 2FE
Alst UAS6

- (&F) Indeed.com Z=A} Z3} 2F 68%2| S|ALVL RAZRE 5{ED

5) https://www.bls.gov/news.release/atus.t06.htm

6) https://www.ons.gov.uk/employmentandlabourmarket/peopleinwork/employmentandemployeetypes/articles
/coronavirusandhomeworkingintheuklabourmarket/2019

7) http://blog.au.indeed.com/2019/01/29/report-68-australian-employers-allow-remote-working-attitudes-divided/

_2_


https://www.bls.gov/news.release/atus.t06.htm
https://www.ons.gov.uk/employmentandlabourmarket/peopleinwork/employmentandemployeetypes/articles/coronavirusandhomeworkingintheuklabourmarket/2019
http://blog.au.indeed.com/2019/01/29/report-68-australian-employers-allow-remote-working-attitudes-divided/

<

pze]

ﬁo
o

M
T

o

it

}7] o

S

B 3Ake] QrAeAssle] Fs

1A 719 <

2% . VPN ALE3

% VPN(Virtual Private Network):

A~ 3
'—",,__

A

?J.—

H

[:I_|.|:|L

ol

LH

Of elE{ullofAM

=
=

HE ALS AL

2] (ERP), o™ ¥,

w7

-

-9l

al

X

: IE Ao, AAE

3 At >

fo, =]
-

AEREA| X
L P

B
[=]
HA| A

oo

ol

L ¥

ADtEQY I ME




L 933 9

5)0] %e)

}

wAO
w-o

D)

]

L=
=

(A3 7%
=1

o

-

d5 32l

7]
BERY

4

&

27

o

F

49 Ag Aot U

A= gl

T—

T

-

) N

Sl
Ab-g-=
- 3l 2] ol A

A

AHEET, IdeA =

Ty o, Foja B AF 5) AF
EY

]

$oi0
7l

Kk

ol

ol
B0

~

o

=

| MH|AQCl Zoom
ALR9)

o

=

o

500 72| 58%7F HAt3|
O, O|= Top 200 CH&tme| 96%7} Zoom

>
(L

= A|ZF2 20004 O|2f= ofid 10%M =718

€

e

&3|olof| AtE
AA

1000 7[42| 51%,

o

=
[

AtEst

-

9) https://www.uctoday.com/collaboration/video-conferencing/video-success-empowering-the-channel-with-zoom/

8) https://highfive.com/blog/10-video-conferencing-statistics



https://highfive.com/blog/10-video-conferencing-statistics
https://www.uctoday.com/collaboration/video-conferencing/video-success-empowering-the-channel-with-zoom/

o
=

o
A

P
T

A =R AH FFIAU AR=E 0§

gy

OH

I[e}

Tof

ko

of

20| M2t 0|Z0| 7+S5}

| XFb
— O

aX[E

| AIAEO]

S

!

A
o

P

=1

< 222 E SaaS AMH[AF 0|&3t= &

iy |
[ =

|o] A~ZELo{7t A

- PC/=ES, AOIEE SO0IM 0|&

=

olo

o]

af

71 %

g

)

- spg7tele, vhola -

s Zhleb 7 HA E o

slo] Alz='o] 714/ 71 il 2X) = o

N

T5H

H

A

~

;o.._

X
~
0

T
J)

LOLN

% 2P MulA 7|8 N



A, =AE 5 Zu mde] 947 =4
o) 9% =)

T—
) BN

o =54 Yt RO

3. it ¥ &G B

Bn
oF
X

—

0

L=

o

@) LAy 7}

4913

}E}_

al

8

|

H

o
o 1o

ol

l

A

3

=
a

Zgnloll H

~

%j/\

FAG A 5

A

g A2 S

S

A7F= A

o
ﬁo

Y

NI

fof A=

)

o AF&AF Gz} Hokol] ok



L 2335 At A

o Bt 7Y Avaste= AAF UES A H| AL 2H3E10) (2019. 10. 21)

si71= fHIR0| 0|BElE Aeo| VPN AN HEE HE, O I5S A8
51X b= ot oS 0l835t0l Y| LHRY B 43
| et ZHE LA

=
- Avast= SAX YSS ZESIE D 23S0 Q=Moo 2 Al S22 FEl5HK|
orotony, ZZAXL| 2E= XA} 10| CCleaner?| HiX A= 22 =0l

- 20170 = O[Q FALEH Abn7t LAHTH Al|7

HEH O, =2 &
== Efo]

; HHY 7)Y "y 5
hacking ijﬁ_ é‘—’{‘—! 2

o F33e A B AF
1) =914 9%
o VB39 H& Al s3I ee} mlolAE kA HE 9 3o &S

Agst= 2 9 3

o

o M2 RAR|E= AFRA 9)x] - /0] o]d - Hoj A A= =
5o AgAel AAFRA) wE 5 A

10) https://www.zdnet.com/article/avast-says-hackers-breached-internal-network-through-compromised-vpn-profile/
11) https://www.zdnet.com/article/hackers-hid-malware-in-ccleaner-pc-tool-for-nearly-a-month/

_7_


https://www.zdnet.com/article/avast-says-hackers-breached-internal-network-through-compromised-vpn-profile/
https://www.zdnet.com/article/hackers-hid-malware-in-ccleaner-pc-tool-for-nearly-a-month/

o molaE FH S-S AEIERE %A Fe FTt 7Y FHEC]
npel 25 Fl BRlelAl deE 5 =
2) 218 A¥

o G| AEAY UG Her BAPAOE As| H7HEA
de AT Holde] RROE HET 5 US

ok 9439 At A

o 20209 3¢ U g 2 AololA FHA o] ofd AEE0|
Foj el JAste S Walshe W97t B

0 ¥ Z A (Zoom Bombing) : HIQU7} AREA7} F/GE o Y5t
3ol & ®Weflste= A fiolH, W= FBI= e AHEIE 3-/(2020. 3)

ZoomZ 0|&8t A Zofof S{7IEX| 2 ALSAIZ 2&5I0d WAL H|stn
& F4E SHE

- Tt 2EQE AREXITL FATUE Zoom 3|o|Mof 2EsSto] HARR
EAE FIHEtE SIHED

12) https://news.joins.com/article/23733169
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Hi there,
Uger is inviting you to a scheduled Zoom maeling
Join Zoom Meeting
Mobile one-tap:  US: + 1REERARTE ST ISR 68 o 1AL AL, U /N1t
Meating URL hittpes fzoom, wsfifS v LRRyIIF
Join by Telephone
For higher quality, dial a number based on your cumrent location
Dial
US; +1-503 %80 SN0 or +1-90 5 00 E36 or +1-2% 0 2 LLT or +1-
Rl or +1-TPV N N9 or 4132 1 I B or 8052 1
20 In(Tell Free) or 880700 &ig® 3 (Toll Free)
Meeting ID 900 1T B
International numbers
Join from a Video Conference (VC) Room system
Mesating ID 9§ [ 50 =G
SIP 22 A S T Bz oomere com
<ggzo =0T MY ofAl>
SAXt= ZtM URLO| zZetzEl ZCHEE 08350 ALSA 2028 RE
Ad 4 HLHs 2F)SIHL AFEAL PCO| AHTFES AR = UASW
- - A S~
o AT TR} v]F WA7|AEA QA HLThs HoF BAR An|2Y
- o -1 -
F43) el Zoom AE= FAE
MHIAE F4at39| cHET|Ql ZoomO| E2EE X|SIX| 2= AS=E EolE
- Zoom2 ALEAL & Zoom ME] « AKX HEizZ HYS(olE ZldsiH,
ALERIR} Zoom AMB{ F2Zioh 2t S 5tTF TR
- 5, Zoom MB{OIM= 2AS3tEX| @2 Fozlel 0| EXfsIEZ H|o[H
7= " EX
- Zoom2 2| HZES 2lol AIBRIOARRXIZIS| 2ts wHAlRl E2E X|@l WED)

14) https://mashable.com/article/zoom-phishing-email-hack-coronavirus-unemployment/
15) https://blog.zoom.us/wordpress/2020/04/01/facts-around-zoom-encryption-for-meetings-webinars/
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17) https://www.sans.org/security-awareness-training/deployment-kit-videos
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